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End goal demo

Assumptions:

e VM: Original Windows 7
+ Original game off the shelf

e Host: Xen/Ubuntu
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http://www.youtube.com/watch?v=4h9J6S1z08s

Introduction



Malware 101

malware
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Malware 101

malware
core

malware
core

malware
core

10



Malware 101

different packers

the same/similiar malware
core

malware core => easy
identification

.. also easy data extraction

malware

core

A

what we have

what we need
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Malware processing at CERT.PL

e malware unpacking

e extraction of some interesting stuff

-

sandbox identification
data extraction
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Family
Config type
+ exe_words
+ public_key

+ type

+ url_words

+ urls

Upload time

EXE memory dump

emotet

static

[ "engine", "finish", "magnify", "resapi", "query", "skip", "wubi", "svcs", "router", "crypto", "backup", "ha..
MHwwDQY JKoZIhvcNAQEBBQADawAwaAJhALk+K1HgOKXm9eDkWu2yN9lanjwOm6w2 PVOtgrdmsNVby2p0J..

emotet

[ "teapot", "pnp", "tpt", "splash", "site", "codec", "health", "balloon", "cab", "odbc", "badge", "dma", "pse..

[ { "cnc": "186.176.138.171", "port": 7080 }, { "cnc": "200.51.94.251", "port": 80 }, { "cnc": "46.105.131.87..

Wed, 16 Oct 2019 11:40:07 GMT




Malware processing at CERT.PL

. SR

sandbox identification
data extraction
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What is a memory dump?

e |ogical dump of the memory at given point of time

e Mmetadata:

o base address at which dump was made,
o reason of the dump (e.g. malware made some interesting
API call)

e profit? unpacked malware (at least sometimes)
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Dynamic unpacking - theory

e when to make a memory dump?
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Dynamic unpacking - theory

e when to make a memory dump?

randomly?
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Dynamic unpacking - theory

e when to make a memory dump?

- not yet started

- not yet unpacked

- already exited

Time
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Dynamic unpacking - theory

- not yet startec - not yet unpacked

- already exited

Time

010
101
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Dynamic unpacking - theory

-| not yet startec - not yet unpacked mng - already exited

Time

010 010
101 101



Dynamic unpacking - theory

- not yet startec - not yet unpacked Mng - !!ready exited

Time

010 010 010
101 101 101



Dynamic unpacking - theory

e In order to have good memory dumps, you need
good heuristics

e good heuristics need good behavioral monitoring

e Why can't you just use an ordinary sandbox?
o we do, but...

22



Malware monitoring
problems



Example #1 - trickbot (1c81272ffc)



Example #1 - trickbot (1c81272ffc)

e Well known trojan / stealer
e Packed x86/x64 binaries

e Process hollowing using direct system calls

Sample:
https://mwdb.cert.pl/sample/1c81272ffc28b29a82d8313bd74d1c6030c2aflbadbl165c44dc8eab6376679d9f

References:
https://www.cyberbit.com/blog/endpoint-security/latest-trickbot-variant-has-new-tricks-up-its-sleeve/

https://www.cert.pl/en/news/single/detricking-trickbot-loader/

25


https://mwdb.cert.pl/sample/1c81272ffc28b29a82d8313bd74d1c6030c2af1ba4b165c44dc8ea6376679d9f
https://www.cyberbit.com/blog/endpoint-security/latest-trickbot-variant-has-new-tricks-up-its-sleeve/
https://www.cert.pl/en/news/single/detricking-trickbot-loader/

Example #1 - trickbot (1c81272ffc)

Directly making syscalls - not visible on conventional
sandboxes

10002600 8B D4 mov edx, esp
10002602 OF 34 sysenter
10002604 C3 ret

References:
https://www.cyberbit.com/blog/endpoint-security/latest-trickbot-variant-has-new-tricks-up-its-sleeve/
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https://www.cyberbit.com/blog/endpoint-security/latest-trickbot-variant-has-new-tricks-up-its-sleeve/

Example #2 - remcos (60c07bac07)
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Example #2 - remcos (60c07bac07)

e Remote Access Trojan
e Packed x86/x64 binaries

e Hollowing svchost.exe using WriteProcessMemory()

Sample:
https://mwdb.cert.pl/sample/60c@7bac®7c7e2f2f3e03817addb88b38b8fbcd893d4b41b5007d984e8balfcs
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https://mwdb.cert.pl/sample/60c07bac07c7e2f2f3e03817addb88b38b8fbcd893d4b41b5007d984e8ba1fc5

Example #2 - remcos (60c07bac07)

This is how Cuckoo hooks ntdll.dll (for Windows 7 x86):

static int hook_api_jmp_direct(hook_t *h, unsigned char *from,
unsigned char *to)

// unconditional jump opcode
*from =

// store the relative address from this opcode to our hook function
*(unsigned long *)(from + ') = (unsigned char *) to - from -
return

TLDR: replace first 5 bytes of the hooked function with a OXE9 jump

29



Example #2 - remcos (60c07bac07)

This is how Cuckoo hooks ntdll.dll (for Windows 7 x86):

static int hook_api_jmp_direct(hook_t *h, unsigned char *from,
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30



Example #2 - remcos (60c07bac07)

This is how Cuckoo hooks ntdll.dll (for Windows 7 x86):

static int hook_api_jmp_direct(hook_t *h, unsigned char *from,
unsigned char *to)

// unconditional jump opcode
*from =

// store the relative address from this opcode to our hook function
*(unsigned long *)(from + ') = (unsigned char *) to - from -
return

TLDR: replace first 5 bytes of the hooked function with a OXE9 jump
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Example #2 - remcos (60c07bac07)

and this is how remcos unhooks:;

vlié = v

25 while ( ++'1» I= v27 + v26 )
26
37 if ( *(_BYTE *)vi6 == |0XB8 && !*( DWORD *) (v16 + 1) && *(_BYTE *) (vis + 5)
98 {
29 vli7 = v1ié + OxA;
100 = 0;
101 =1;
102
103
104 ++v1is;
105 if ( *(_DWORD *)++v17 == 0x424548D )
106 {
107 if ( *(_WORD *) (vi7 — 2) I= 0x33C9 && *(_BYTE *) (vi7 - 5) == 0xB9 )
108
109 *(_BYTE *)(vi7 - 10) = OxBS;
110 * (_DWORD *) (V17 — 9) = vi9++;
111 }
112 else
113
114 *(_BYTE *) (vli7 - 7) = OxBS;
115 *(_DWORD *) (v17 — 6) = v194+;
116 }
117 }
118 }
119 while ( v1g 1= 0x3000 );
120 goto LABEL_47;
121 }
122 }

manually unpacked by @nazywam - thx

== 0xB9 )

Disassembly - C:\Users\janusz\Desktop\miwr.exe - WinDbg:10.0.19041.1 AMDG4

Offset: 77ae£890|

77aef875 6f outs
77aef876 bc ins
77aef877 007763 add
77aef87a 7374 jae
77aef87c 6f outs
77aef87d 6d ins
77aef87e 627300 bound
77aef881 7763 ja
77ae2£883 7374 jae
77aef885 6f outs
77aef886 756c jne
77aef888 009090909090 add
77aef88e nop

77aef88f 90

77aef895 b90a000000 nov
77aef89%a 84542404 lea
77aef89% 64f£15c0000000 call
77aefB8aS 83c404 add
77aef8al c20c00 ret

77aef8ab 90 op
ntdll32|NtUa1tForSlngleOb]ect:
77aef8ac b801000000 nov
77aef8bl b30d000000 nov
77aef8b6 84542404 lea
77aef8ba 64f£f15c0000000 call

dx,dword ptr [esi]

byte ptr es:[edi].d=x

byte ptr [edi+63h].dh

ntdll32 |NtReadFile+0x10 (77aef8f0)
d=,.dword ptr [esi]

dword ptr es:[edi].dx

esi,gword ptr [ebx]

ntdll32 |NtReadFile+0x6 (77aefBeb)
ntdl132 INtReadFile+0x19 (77aef8f9)
dz.dword ptr [esi]

ntdll32 |NtReadFile+0x14 (77aef8f4)
byte ptr [eax—6F6F6F70h].dl

ntdl132!ZvMapUserFPh 51calPa-esScatter
77aef890 b800000OOO MOV =ax, ()
ecx, 0Ah

edx, [esp+4]

dword ptr f=:[0C0h]

esp, 4
0Ch

eax, 1

dword

ecx, 0Dh
edx, [esp+4]

ptr fs:




Example #2 - remcos (60c07bac07)

and this is how remcos unhooks:;

vlié = v

35| while ( +hvis 1= v27 + w26 ) binary-match first export
97 |if ( *(_BYTE *)vié == |0xB8 && !*( DWORD *) (v16 + 1) && *(_BYTE *) (vié + 5) == 0xB9 )|
98 { = y .
29 vli7 = v16 + OxA; [£5] Disassembly - C:\Users\janusz\Desktop\miwr.exe - WinDbg:10.0.19041.1 AMD64
12? f g' Offset: 77ae£890|
10;._ = 77aef875 6f outs dx,dword ptr [esi]
103 77aef876 bc ins byte ptr es:[edi].d=x
‘ o 7722877 007763 add byte ptr [edi+63h].dh
104 ++v1is; 77aef87a 7374 jae ntdll32 |NtReadFile+0x10 (77aef8f0)
105 if ( *(_DWORD *)++v17 == 0x424548D ) 77aef87c 6f outs dx,dword ptr [esi]
106 { ?7aef87d 6d ins dword ptr es:[edi].d=
07 i *( WO *) (V17 - = *( BY *) (vi7 - == 627300 bound esi.gword ptr [ebx]
108 AE 1 StWoRD A 2} ey AR S BTIE %34 5) L 7763 ja ntdl132 I NtReadFilet0x6 (77aefBeb)

. - 5 374 jae ntdl132 INtReadFile+0x19 (77aef8f9)
109 *(_BYTE *)(vl7 - 10) = Oxgs; 77aef885 3 outs dx.dword ptr [esi]
110 * (_DWORD *) (v17 = 9) = v19++; 77aef886 756c jne ntdll32!NtReadFile+0xl4 (77asf8fd)
111 } 77a=£888 00309090 add byte ptr [eax-6F6F6F70h].dl
112 1 77aef88e nop
i o 772efBEE )
0 e = agesScatter
114 *(_BYTE *)(v17 - 7) = 0xBS; D5 30000000 =5z
113 *(_DWORD *) (v17 — 6) = v19++; 77a=f895 b90a000000 nov ecx, 0ih
116 } 77aef89a 8d542404 lea edx, [esp+4]
117 } 77aef89%e 64££15c0000000 call dword ptr f=:[0C0h]
iie y 77aef8a5 83c404 add esp. 4
119 while ( vi& I= 0x3000 ); f7a0:8a0 £2fc0l = ack
120 goto LABEL_47; T
121 } 77aef8ac b801000000 eax, 1
122 } 77aef8bl b90d4000000 nov ecx, 0Dh

77aef8bb 84542404 lea edx, [esp+4]
77aef8ba 64f£f15c0000000 call dword ptr fs:

manually unpacked by @nazywam

- thx




Example #2 - remcos (60c07bac07)

..and this is how remcos unhooks:

while (

if ( *(_BYTE *)vi6 == |0xB8 && 1* (_DWORD *) (vi6 + 1) && *(_BYTE *) (vié + 5) == OxB9 )
{

vlié + OxA;

0; “for each export”

ntdll32 | ZvMapUserPhysicalPagesScatter:
77ae2£895 b90a000000 nov ecx, 0Ah
if ( *(_WORD *) (v17 — 2) 1= 0x33C9 && *(_BYTE *) (vi7 - 5) == 0xB9 ) 77aef89%a 84542404 lea edz, [esp+d]
{ 77ae2f89% 64££15c0000000 call dword ptr fs:[0C0h]
*(_BYTE *) (v1i7 - 10) 3 77aef8a5 83c404 add esp. 4
* (_DWORD *) (v17 - 9) : 77aef8a8 c20c00 ret
} 77aef8ab 90 nop
else ntdll32 I NtWaitForSingleObject :
77asf8ac b801000000
* (_BYTE *) (v17 - 7) ; 77aef8bl b904000000
* (_DWORD *) (v17 - 6)
}
}

}
while ( v1g& I= 0x3000 );
goto LABEL_47;

manually unpacked by @nazywam - thx
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Example #2 - remcos (60c07bac07)

..and this is how remcos unhooks:

while ( ++vlé 1= v27 + v26

if ( *(_BYTE *)v16 == |0XxB8 && !*( DWORD *) (v16 + 1) && *(_BYTE *) (vié + 5) == 0xB9 )
{
v vlié + OxA;

override first 5 bytes to . EG—G—_—8 __
, ?;dl%3362wggag§§EPg sicalPa-esScattera
IIHElEIIIElIiIlllﬂlilllllﬁﬁélllllﬁﬂill
ensure were UnhOOked 77aef£895 b90a000000 nov ecx, 0Ah
1= 0x33C9 && *(_BYTE *) (vi7 — 5) == OxB9 ) 77aef89%a 84542404 lea edx, [esp+4]
77ae2f89% 64££15c0000000 call dword ptr fs:[0C0h]
*(_BYTE *) (vl 0xB8; 77aef8a5 83c404
* (_DWORD *) (v17 v19++; 77aef8a8 c20c00

} 77aef8ab 90
else

* (_BYTE *) (v1
* (_DWORD *) (v17
}
}

}
while ( v1g& I= 0x3000 );
goto LABEL_47;
}
}

manually unpacked by @nazywam - thx
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Example #2 - remcos (60c07bac07)

..and this is how remcos unhooks:

while ( ++vlé 1= v27 + v26

if ( *(_BYTE *)v16 == |0XxB8 && !*( DWORD *) (v16 + 1) && *(_BYTE *) (vié + 5) == 0xB9 )
{
v vlié + OxA;

override first 5 bytes to . EG—G—_—8 __
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else

* (_BYTE *) (v1
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}
}

}
while ( v1g& I= 0x3000 );
goto LABEL_47;
}
}

manually unpacked by @nazywam - thx
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Unhooking

Of course you can implement anti®" - -unhooking...
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Unhooking
Of course you can implement anti®" - -unhooking...

.. and they would implement anti®"-unhooking ...
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Unhooking
Of course you can implement anti®" - -unhooking...

.. and they would implement anti®"-unhooking ...

(valid for n € Z%)
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Example #3 - kronos (6a8419d81f)

40



Example #3 - kronos (6a8419d81f)

e Banking malware
e Packed x86/x64 binaries

e API hammering

Sample:
https://mwdb.cert.pl/sample/6a8419d81fb645c073439e284a988ab540cd514a933ce2bb6eedb776aa50b50ac

41


https://mwdb.cert.pl/sample/6a8419d81fb645c073439e284a988ab540cd514a933ce2b6ee4b776aa50b50ac

Example #3 - kronos (6a8419d81f)

APl hammering, pretty long sequence of operations:

e Manipulating registry keys
\\REGISTRY\\MACHINE\\Software\\Wow6432Node\\Microsoft\\Windows\\Curren
tVersion\\Uninstall\\occidentalconvertors

e creating directories
e ctcC.

')



Example #3 - kronos (6a8419d81f)

APl hammering:

$ cat drakmon.log \
grep NtCreateKey \
grep occidentalconvertors \

wc -1
40484
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Example #3 - kronos (6a8419d81f)

APl hammering:

$ cat drakmon.log | grep NtCreateKey | grep occidentalconvertors | head -nl
{

"Plugin”: "regmon",

"TimeStamp": "1596380139.796501",

"ProcessName": "\\Device\\HarddiskVolume2\\Users\\janusz\\Desktop\\MALWAR.EXE",

"UserName": "SessionID",

"UserId": 1,

"PID": 1584,

"PPID": 804,

"Method": "NtCreateKey",

"Key":
"\\REGISTRY\\MACHINE\\Software\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Uninstall\\
occidentalconvertors"

}
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Example #3 - kronos (6a8419d81f)

After uploading to cuckoo.cert.ee:

45



Example #3 - kronos (6a8419d81f)

Our old&rusty Cuckoo 1.

sie 02 17:08:08 rex python[9179]: 2020-08-02 17:08:08,536 [lib.cuckoo.core.guest]
INFO: Starting analysis on guest (id=m, ip=192.168.122.31)
sie 02 17:10:33 rex python[9179]: 2020-08-02 17:10:33,621 [lib.cuckoo.core.scheduler]

sie 02 17:10:35 rex python[9179]: 2020-08-02 17:10:35,608 [lib.cuckoo.core.scheduler]
INFO: Task #132707: analysis procedure completed

(exact reason not known)
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169

213

257

301

345

389

433

477

521

565

609

653

697

741

38

82

126

170

214

258

302

346

390

434

478

522

566

610

654

698

742

39

83

127

7

215

259

303

347

391

435

479

523

567

611

655

699

743

40

84

128

172

216

260

304

348

392

436

480

524

568

612

656

700

744

41

85

129

173

217

261

305

349

393

437

481

525

569

613

657

701

745

42

86

130

174

218

262

306

350

394

438

482

526

570

614

658

702

746

43

87

131

175

219

263

307

351

395

439

483

527

571

615

659

703

747

88

132

176

220

264

308

352

396

440

484

528

572

616

660

704

748



Let's do it on our own
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HOW sandboxes PROUFERATE:
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SITUATION: || it coveRs Evervongss | | OTUATION:
THERE ARE || USE CASES. e THERE. ARE

|4 COMPETING |15 COMPETING
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Let's do it on our own

® userrrede (problems already mentioned)
e Kkernel mode

e hypervisor
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Let's do it on our own

® userrrede (problems already mentioned)

o kerpetroede (already done by others)

e hypervisor

52



Let's do it on our own

® userrrede (problems already mentioned)

o kerpetroede (already done by others)

e hypervisor
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Virtual Machine
Introspection



0000000
0000010
0000020
0000030
0000040
0000050
0000060
0000070
0000080
0000090
00000a0
00000b0O
00000c0
00000d0O
00000e0
000000
0000100
*

0000130
000013e

0000
0000
0000
0000
0004
00e9
00fc
0057
8888
3b83
delf
8b06
8als8
2948
3d86
8888
0000

0000

0001
0016
0001
0000
8384
6a69
1819
7b7a
8888
5788
7abd
e8f7
880c
5862
dcb8
8888
0000

0000

0001
0000
0004
0000
0084
0069
0019
007a
8888
8888
8818
88aa
e841
5884
5cbb
8888
0000

0000

What is VMI? (simplified)

1010
0028
0000
0010
c7c8
a8a9
9898
bab9
8888
8888
8888
8388
c988
7e81
8888
8888
0000

0000

0010
0000
0000
0000
00c8
00a9
0098
00b9
288e
7667
467c
8b3b
b328
3788
8888
8888
0000

0000

0001
0010
0000
0000
4748
2828
d9d8
3a3c
be88
778e
585f
88f3
6871
lab4
8888
8888
0000

0000

0004
0000
0000
0000
0048
0028
00d8
003c
8888
8828
8814
88bd
688e
5a84
8888
8888
0000

0000

0128
0020
0000
0204
e8e9
fdfc
5857
8888
8888
8888
8188
€988
958b
3eec
8888
0000
0000
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What is VMI? (simplified)

$ vmi-process-list windows7-spl

Process
) 4
220
300
336

listing for VM windows7-spl-x86 (id=7)
System (struct addr:84aba980)

smss.exe (struct addr:85a44020)
csrss.exe (struct addr:85f67a68)
wininit.exe (struct addr:8601e030)
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DRAKVUF



What is DRAKVUF?

e Dblackbox binary analysis system

e very clunky “gdb/strace” for Virtual Machines
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What is DRAKVUF?

$ drakvuf -d windows7-spl ...

[SYSCALL] TIME:1571248115.605033 VCPU:1
CR3:0x56ca5000, "\Device\HarddiskVolume2\Windows\System32\WindowsPowerShell\
vl.0\powershell.exe" SessionID:1 ntoskrnl.exe!NtProtectVirtualMemory
Arguments: 5

IN HANDLE ProcessHandle: oxffffffffffffffff

INOUT PVOID *BaseAddress: 0x13cde@8

INOUT PSIZE T RegionSize: 0x13cd10

IN WIN32 PROTECTION MASK NewProtectWin32: oOx4

OUT PULONG OldProtect: ©x13cftbe

[SYSCALL] TIME:1571248171.517430 VCPU:0 ...
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DRAKVUF’s hooks (simplified)

Default altp2m view during execution

Guest Phys. Guest Phys. Guest Phys. Guest Phys.

Frame

Original code '

Frame Frame Frame

RWX l RWX l RWX

Machine Machine Machine

Frame Frame Frame
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DRAKVUF’s hooks (simplified)

“Normal view" - used only during single-step

Guest Phys. Guest Phys. Guest Phys. Guest Phys.

Frame Frame Frame Frame

RWX l RWX l RWX l RWX l
'r
Original code

Machine Machine Machine

Frame Frame Frame
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DRAKVUF's hooks (simplified)

Back to default altp2m view after single-step

Guest Phys. Guest Phys. Guest Phys. Guest Phys.

Frame

Original code '

Frame Frame Frame

RWX l RWX l RWX

Machine Machine Machine

Frame Frame Frame
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Memory dumps

the “technical” part



Heuristics
Hook NtProtectVirtualMemory(process handle, base_addr,
if (process_handle OULL) {

char buf[2];
read_vm_memory(base_addr, buf, 2);

if (buf[9] ‘M’ buf[1] 'Z2') |
dump_memory(base_addr, "possible binary detected");

).
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Heuristics
Hook NtFreeVirtualMemory(process _handle, base addr,
if (process_handle OULL) {

if (page_table_check_rwx(base_addr)) {
dump_memory(base_addr, "free called on RWX memory");

)
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Memory dumps

How to map a single pointer into a corresponding
memory region?

dump_memory(mem_base address, "possible binary detected");

> Look inside Virtual Address Descriptors.
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Memory dumps

VAD - Virtual Address Descriptor

[1] dump.mem 18:15:32> vad(eprocess=0xfa8002992060)

VAD lev start end com type exe protect

0xfa80020076d0 8 0Ox7fef4020000 Ox7fef405ffff 3 Mapped Exe EXECUTE_WRITECOPY
C:\Windows\System32\tapi32.dll

0xfa80016d6d80 6 Ox7fef4060000 0Ox7fef4097fff 2 Mapped Exe EXECUTE_WRITECOPY

C:\Windows\System32\WinSCard.dl1l1l

Oxfa800l6cbc4® 6 0Ox7fefd020000 ©Ox7fefdo36fff 2 Mapped Exe EXECUTE_WRITECOPY
C:\Windows\System32\cryptsp.dll

0xfa8003022200 7 0Ox7fefd680000 Ox7fefd68efff 2 Mapped Exe EXECUTE_WRITECOPY
C:\Windows\System32\cryptbase.dll



Memory dumps

What if we don't have any pointer provided as an
argument?

E.g. NtTerminateProcess is not memory-related but it's
still interesting to know the caller.

68



Memory dumps

What if we don't have any pointer provided as an
argument?

E.g. NtTerminateProcess is not memory-related but it's
still interesting to know the caller.

> Perform stack walk.
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Memory dumps

Known: current CPU context inside syscall
Unknown: 64 bit stack, 32 bit stack (SYSWOWG64)

64 bit: KTHREAD->TrapFrame->Rsp
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Memory dumps

Known: current CPU context inside syscall
Unknown: 64 bit stack, 32 bit stack (SYSWOWG64)

64 bit: KTHREAD->TrapFrame->Rsp
32 bit: (WOW_CONTEXT*)(_KTHREAD->Teb->TlsSlots[1] + 4)->Esp/Ebp
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Memory dumps

Stack unwinding?

for (int i = @0; i < 500; i
addr_t ptr (rsp+i);

if (looks_legit(ptr))
add_stack _entry(ptr);

) A
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Memory dumps

Stack unwinding?

for (int 1 = @; i < 500; i++) {
addr_t ptr (rsp+i);

if (looks_legit(ptr))
add_stack_entry(ptr);

// TODO: f1ix
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Usermode hooking



Usermode hooking

But why?

e hooks on syscalls are too low-level for us

e there are WINAPI functions that are not doing any
syscalls at all

e usermode calls needed for behavioral analysis
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DRAKVUF Demo #2:
Crypto API

Assumptions:

e VM: Original Windows 7
+ Brand-new CLion

e Magic program on the host





http://www.youtube.com/watch?v=7UcgRZ5GhpQ

Usermode hooking

Which syscalls are issued when a new DLL is loaded?
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Usermode hooking

Which syscalls are issued when a new DLL is loaded?

Closest call: NtMapViewOfSection / NtProtectVirtualMemory
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Usermode hooking

Which syscalls are issued when a new DLL is loaded?

Closest call: NtMapViewOfSection / NtProtectVirtualMemory

DLLs are loaded...
But they don't exist in the physical memory (yet).
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Usermode hooking

DRAKVUF can't add breakpoint on a memory which is
not yet mapped :(

So...



Usermode hooking

Inject a page fault through VMX from the Xen hypervisor level:

Add vmi_request_page_fault to libvmi Browse files

Signed-off-by: Alexandru Isaila <aisaila@bitdefender.com>

P master (#762)

aisaila committed on 2 May 1 parent 23bB5b@ commit 34ec2e5dfOcOd@ebad4d835dae8fad9r38215c440

Thanks BitDefender! :)



Usermode hooking

How to reach the interesting DLL export?

1) PE Header

1. Parse the PE header




Usermode hooking

How to reach the interesting DLL export?
1) PE Header

1. Parse the PE header
2. Find image export directory

(2)
IMAGE_EXPORT_DIRECTORY




Usermode hooking

How to reach the interesting DLL export?
1) PE Header

1. Parse the PE header

2. Find image export directory

3. Not readable? Page fault
the export directory

(2)
IMAGE_EXPORT_DIRECTORY




Usermode hooking

How to reach the interesting DLL export?
1) PE Header

1. Parse the PE header

2. Find image export directory e e

3. Not readable? Page fault
the export directory

4. Find out the RVA of export

ptAcquireContext

(2)
IMAGE_EXPORT_DIRECTORY




Usermode hooking

How to reach the interesting DLL export?
1) PE Header

1. Parse the PE header

2. Find image export directory 3) symbol CryptAcquireContext

3. Not readable? Page fault
the export directory

4. Find out the RVA of export

.. : (2)
5. The first instruction of IMAGE_EXPORT_DIRECTORY

the exported function is not
accessible? Page fault




Usermode hooking

What if the DLL would be (purposely?) corrupted and
the pointer to IMAGE_EXPORT_DIRECTORY would be

iInvalid?



Usermode hooking

What if the DLL would be (purposely?) corrupted and
the pointer to IMAGE_EXPORT_DIRECTORY would be
Invalid?

Our injected page fault would crash the whole
Windows system.



Usermode hooking

What if the DLL would be (purposely?) corrupted and
the pointer to IMAGE_EXPORT_DIRECTORY would be

iInvalid?

Our injected page fault would crash the whole
Windows system.

Let's hook KiSystemServiceHandler ("BSOD handler”)
and pretend that nothing has happened.



Usermode hooking

Hook the kernel's exception handler:

v

KiSystemServiceHandler ()




Usermode hooking

Hook the kernel's exception handler:

Q Ilegal Operation!

Ignore




Usermode hooking

Malware could attempt to override it's own WIinAPI function

e DLLs are shared between processes, Copy On Write occurs when
they are overridden

e solution: hook MiCopyOnWrite

e rewrite hooks to the new physical page
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iexplore.exe - the best test program
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iexplore.exe - overriding it's own DLLs

:7666FBD1
: 7666FBD1
:7666FBD1
:7666FBD1
:7666FBD1
:7666FBD1
:7666FBD1
:7666FBD1
:7666FBD1
: 7666FBD1
:7666FBD1

§66FBD1

§66FBD3

g6 6FBD4

E66FBD6

€ 66FBD2
: 7€66FBDA
: 7666FBDB
:7666FBDC
: 7666FBDE
: 7666FBEO
: 7666FBE3

; int __stdcall MessageBoxIndirectA(const MSGBOXPARAMSA
public _MessageBoxIndirectA@4
_MessageBoxIndirectA@4 proc near

var_68
MultiByteString
var_58

var_8

P

lpmbp

8B FF

55

8B _EC

83 EC 68
53

56

57

33 DB
6A 60

8D 45 398
53

regular

= byte ptr -68h

dword ptr
dword ptr
dword ptr
dword ptr
dword ptr

eax,

[ebp+var_683

’

DATA

Size

Val

\ASS

push ed4
xXor ebx ebx

i

internet explorer
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iexplore.exe - overriding it's own DLLs
DLLs overridden by IE:

e comdlg32.dll
e o0le32.dll

e oOleaut32.dll
e user32.dll

e comctl32.dll
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http://www.youtube.com/watch?v=9h_BLQkZwsk

Intel Processor Trace
(work in progress)



#xen-devel

15:22 <andyhhp_ > oh wow - we've got Cert.pl implementing a VM feature
which we couldn't even perusade Intel to do

15:22 <andyhhp > this is going to be interesting
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Intel Processor Trace

- -

sandbox
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Decompue FUN_ 004012

return DuT_004llzoO;

iVard = FUN_00401000(ivarl, -0xSe2ba68c) ;
*¥DAT _ OOJll”GJ = 1Vard4;
1Vard = FUN_00401000(iVarl, -0xS0ee43dc);
DAT 00411 264[1] = 1Vard;
iVar4 = FUN_00401000(ivVarl, -0x468c4724);
DAT_00411264[2] = iVar4;

Vard = FUN_00401000(1iVarl, -0x7b9c69f6);

11264[3] = 1iVar4;
= FUN_00401000(1Varl, -0x2ehe502d) ;

DuT 00411 264(4] = 1Vard;

V N_00401000(1Varl, 0x57f17b6h) ;
DuT 004112 04[5] = 1Var4;
iVard = FUN_00401000(1iVarl,0x23398d%9a) ;
DAT_00411264[6] = iVar4;
iVard = FUN_00401000(iVarl, -0x4298ca3d) ;

0411264[9] = iVar4;

/ = FUN_00401000(1Varl, -0x6ff09592) ;
DuT 00411264[10] = 1Vard;
iVard = FUN_00401000(iVarl, -0x57518hee);
DAT_00411264[7] = iVar4;

V N_00401000(1Varl, 0x4896a43);
DuT 004112 04[8] = 1Var4;
iVard = FUN_00401000(iVarl, 0x4c8aSh22);
DAT_00411264[0xb] = 1Var4;
iVar4 = FUN_00401000(1iVarl, 0x61e2048f);




Decompile: FUN_00401

if (DAT_0041 (int *)ox0) {
return DAT_00411260;

iVard4 = FUN_ 00401000(1 arl, -Ox5e2ba68c);
*DAT 00411264 = iVard;

1Vard = FUN_00401000(iVarl, -0xS0eed3dc);

AT_00411264[1] = ivard;
ivard = FUN_00401000(iVarl, -0x468c4724) ;
DAT_00411264[2] = iVar4;

= FUN_00401000(1Varl, -0x7b9c69f6) ;

_W411;64[3] = iVar4;
= FUN_00401000(iVarl, -0x2ebe502d) ;
DuT un411~n4[4] = iVar4;
‘ = FUN_00401000(iVarl, 0x57f17b6b);
A 00411;f4[5] = iVar4;
ivard = FUN_00401000(ivarl, 0x23398d9a);
DAT 00411264[6] = iVard:
"4 = FUN_00401000(iVarl, -0x4298ca3d);
0411264[9] = iVard;
‘ = FUN_00401000(iVarl, -0x6ff09592) ;
DuT un411~n4[10] = iVard;
"4 = FUN_00401000(1iVarl, -0x57518bee);
1411 LJ[ ] = 1Var4;
= FUN_00401000(iVarl, 0x4896a43) ;
AT 00411264[8] = 1iVard;
iVard = FUN_00401000(iVarl, Ox4c8aSh22);
DAT mn411;f4[0-h} = iVard;
iVard FUN 00401000(1 1rl,o 61e2048f) ;

gmemcpy(gdiplus_dl1l_str, "GDIPLUS", 7);
gdiplus_dll str[7] = 5
strcpy(v1s9, "DLL");

gdiplus_dll str[ve++] "= v157;

( ve < s
vl = KERNEL32 DLL;
vl59[3] = 6;
( !'KERNEL32_DLL )

LoadLibraryA = Resolve
LoadLibraryA @ =

(ay]

|

—

O

11

Q.
=
e |
o
e O
1)

7 |

P

r
e

}
(LoadLibraryA) (gdiplus_dll str);



Full Instructions -



Instructions

PT trace

Decoded

push

push

mov

mov

add

add

cmp

cmp

je label

Taken

je .label

mov

mov

abel:

abel:

call (edx) // virtual function

0x407e1d8

call (0x407e1d8)




Execution

0000000077b117cd
0000000077b117cE
0000000077b117d0
0000000077b13£11
0000000077b13£13
0000000077b13£19
0000000077b13£1b
0000000077b13£23
0000000077b21400
0000000077b21403
0000000077b21408

pop rl4

pop rsi

ret

test eax, eax
jns 0x77b54241
xor ebx, ebx
mov rcx, gword ptr [rsp+0x88]
call 0x77b21400
mov rl0, rcx
mov eax, 0xc
syscall

[disabled]
[drakvuf event:

I "PlugiH": "syscall",

"TimeStamp™: "1602506121.043932",

"PID": 2200,
"PPID": 2080,
"TID"™: 2204,

"UserName": "SessionID",

ngUserrd™: 1,
"ProcessName":

"Method": "NtClose",

"EventUID": "0Oxe7218",
"Module": "nt",
"vCPU": O,

"CR3": "Oxa8ff0000",

"Syscall™: 12;
"NArgs": 1,

"Handle": "0x8"

1]

[resumed]

[exec mode: 64-bit]

0000000077b2140a
0000000077p13£28
0000000077b13£f2b
0000000077b13£31
0000000077b13£34
0000000077b13f3a
0000000077b13£f3d

ret

cmp ebx, Oxffffffff
jz 0x77b5427d

cmp ebx, 0x1

jz 0x77b5426e

cmp ebx, 0x2

jz 0x77b5425f

IPT
disassembly

"\\Device\\HarddiskvVolume2\\Windows\\System32\\wermgr.exe",

IPT
disassembly



ax, ax
word ptr dword_4581A8, ax
short loc_44DEF1

" I |

——d

Mz

add ax, 100h
jo loc_44DFB8
L -
: 4
s
mov word ptr dword_4581A8, ax
(il e (55
loc_44DEF1:
test ecx, ecx
jz short loc_44DF0D
] 1
e
cmp word ptr [ecx], 1
jnz short loc_44DF0D
T 1 ,
¥ vy
il ) 5=
esi, [ecx+14h]
eax, [ecx+10h] loc_44DFO0D:
edx, esi call edi ; _ vbaGenerateBoundsError
esi, edx
esi, eax
short loc_44DF11
1
s
4
il s =
~all ady - wvhatanarataRammdeFRrrar




Decompue FUN_ 004012

return DuT_004llzoO;

iVard = FUN_00401000(ivarl, -0xSe2ba68c) ;
*¥DAT _ OOJll”GJ = 1Vard4;
1Vard = FUN_00401000(iVarl, -0xS0ee43dc);
DAT 00411 264[1] = 1Vard;
iVar4 = FUN_00401000(ivVarl, -0x468c4724);
DAT_00411264[2] = iVar4;

Vard = FUN_00401000(1iVarl, -0x7b9c69f6);

11264[3] = 1iVar4;
= FUN_00401000(1Varl, -0x2ehe502d) ;

DuT 00411 264(4] = 1Vard;

V N_00401000(1Varl, 0x57f17b6h) ;
DuT 004112 04[5] = 1Var4;
iVard = FUN_00401000(1iVarl,0x23398d%9a) ;
DAT_00411264[6] = iVar4;
iVard = FUN_00401000(iVarl, -0x4298ca3d) ;

0411264[9] = iVar4;

/ = FUN_00401000(1Varl, -0x6ff09592) ;
DuT 00411264[10] = 1Vard;
iVard = FUN_00401000(iVarl, -0x57518hee);
DAT_00411264[7] = iVar4;

V N_00401000(1Varl, 0x4896a43);
DuT 004112 04[8] = 1Var4;
iVard = FUN_00401000(iVarl, 0x4c8aSh22);
DAT_00411264[0xb] = 1Var4;
iVar4 = FUN_00401000(1iVarl, 0x61e2048f);




*DAT 00411264 = iVar4;

1Vard = FUN_00401000(1Varl, -0xS0eed3dc);
/* ntdll.RtlFreeHeap */

DAT_00411264[1] = 1Var4;

1Vard = FUN_00401000(iVarl, -0x468c4724);
/* ntd11.Rt1ReAllocateHeap *

DAT_00411264[2] = 1Var4;

1Var4 = FUN_00401000(1iVarl, -0x7b9c69f6) ;
/¥ ntdll.memset */

DAT_00411264[3] = iVar4;

1Var4 = FUN_00401000(1iVarl, -0x2ebeS02d) ;
/% ntdll.memcpy */

DAT_00411264[4] = iVar4;

Decompile: FUN_00401250 - (R

if (DAT_00411264 == (int *)0x0) {

return DAT_00411260;
1
iVar4 = FUN_00401000(1iVarl, -0x5e2ba68c);
*DAT_00411264 = 1Var4;
1Var4 = FUN_00401000(1iVarl, -0x50eed3dc);
DAT_00411264[1] = iVard;
1Vard4 = FUN_00401000(iVarl, -0x468c4724);
DAT_00411264[2] = iVar4;
1Vard = FUN_00401000(1Varl, -0x7b9c69f6);
DAT_00411264[3] = iVard;
1Vard = FUN_00401000(1iVarl, -0x2ebe502d);
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DAT_00411264[4] = iVar4; 8| ivard = FUN_00401000(ivarl,0x57f17b6b);
1Var4 = FUN_00401000(1iVarl, 0x57f17b6b); %o /* ntdl1l.memcmp */

W
N

W

DAT_00411264[5] = iVar4;
1Var4 = FUN_00401000(1Varl, 0x23398d9a);
DAT_00411264[6] = iVard;

n

DAT_00411264[5] = iVar4;

ivard = FUN_00401000(iVarl,0x23398d9a);
ivara = FUN_00401000(iVarl, -0x4298ca3d); : i /* ntdil.sprintf 7
DAT_00411264[9] = iVard; DAT_00411264(6] = iVard;

iVard = FUN_00401000(iVarl, -0x6ff09592); 1Var4 = FUN_00401000(1Varl, -0x4298ca3d);
DAT_00411264[10] = iVard; /¥ ntdll.strcpy */
iVard = FUN_00401000(iVarl, -0x57518bee) ; 6| DAT_00411264[9] = iVar4;

DAT 00411264[7] = ivar4; 7 1Vard = FUN_00401000(1iVarl, -0x6ff09592);
iVard = FUN_00401000(iVarl, 0x4896a43); A8 /* ntdll.strcat */
DAT_00411264(8] = iVar4; ) | DAT_00411264[10] = iVar4;

ivard = FUN_00401000(iVarl, 0x4c8as5h22); ivard = FUN_00401000(iVarl, -0x57518bee);
DAT_00411264[0xb] = iVar4; /% ntdll.strchr */
iVard = FUN_00401000(iVarl, 0x61e2048f); DAT_00411264[7] = iVar4;

DAT _00411268410xc] = iVard: — iVard = FUN 00401000(1Yar]l, 0x4896343)
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DRAKVUF Sandbox



DRAKVUF Sandbox

Wrapper for DRAKVUF Engine with:

e Wweb interface
e casy installation
e sample queueing

e .. mMuch more coming soon!
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DRAKVUF Report

Sandbox

Process tree
© unnamed proc

@ unnamed proc
@ csrss.exe
conhost.exe (2716)

'v‘v'!l‘-[ClCJC:-'W exe (424)

@ unnamed pro
@ explorer.exe (

cma.exe

Metadata
ebd2f6fa793e97fd1f48b8e5f03fafb183bf606747bed0863e3f950411a3824d

SHA256

Magic bytes PE32+ executable (console) x86-64, for MS Windows
Start command C:\Users\janusz\Desktop\test.exe

Started at 2020-11-2

Finished at 2020-11-23 10:42:33




DRAKVUF

Sandbox

1594640303.923439

1594640303.923658

1594640303.953502

1594640303.953871

1594640303.954152

1594640303.965090

1594640303.965328

1594640303.965545

1594640303.965811

1594640303.966066

(0x77670000 ) (0x1af220 ] (0x0 ) (0x1af248
(0x77670000 ] (0x1af220 ) (0x0 ] (0x1af248

(0x7] (0x28230] (0x25] (0x1af650 ] (0x0

(0x27f4€0 | (0x1af670 ) (0x1af628:"dhcpesve.dil” | (0x1af68s |
(0x7fefbc00000 | (0x1af650 | (0x0 ) (0Ox1af678

|: 0x27f4€0 | | 0x1af050 | | 0x1af008:"dhcpcsve6.DLL" | | 0x1af068 |

( 0x7fefbc80000 | ( 0x1af080 | [ 0x0 | [ Ox1af0a8 |

(0x27f4e0 | ( 0x1aed70 | [ Ox1aed28:"IPHLPAPI.DLL" | ( Oxlaedss |
| 0x7fefbe00000 | | Ox1laedaO | | 0x0 | | Oxlaedc8 |

| 0x27f4¢0 | [ Ox1ae6f0 | | Ox1lae6a8:"rpcrtd.dil" | | 0x1ae708 |
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GitHub project

Fully open-source and free ;)

([ CERT-Polska / drakvuf-sandbox

DRAKVUF Sandbox - automated hypervisor-level malware
analysis system

@®Unwatch 35 ~ % Fork 103 Starred 667
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DRAKVUF IS NOT

e magical box that tells
you if your email
attachment is a
malware
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DRAKVUF IS NOT DRAKVUF IS

e magical box thattells @ sandbox which
you if your email provides crucial
attachment is a iInformation for
malware malware analyst
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Summary



GitHub

e LibVMI
https://aithub.com/libvmi/libvmi

e DRAKVUF
https://aithub.com/tklengyel/drakvuf

e DRAKVUF Sandbox
https://aithub.com/CERT-Polska/drakvuf-sandbox
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https://github.com/libvmi/libvmi
https://github.com/tklengyel/drakvuf
https://github.com/CERT-Polska/drakvuf-sandbox

Kudos

e CERT.PL Reverse Engineers - nazywam, psrokl, msm
> for many important remarks and hints about malware monitoring

e chivay, konstantyc
> co-development of DRAKVUF/DRAKVUF Sandbox
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Kudos

e Maciej “mak” Kotowicz
> for providing many good heurstics for memory dumping
(and some hints about them)

e Tamas K. Lengyel
> a lots of helpful remarks during our research
> creator/maintainer of DRAKVUF project na GitHub

e Mathieu (Wenzel) Tarral
> lilbvmi maintainer
> gathering VM| community together
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Thank you!

Slides:
https://icedev.pl/confidence22




